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What Every YOUR ORGANIZATION Staff Member Should Know About Records Management
As a YOUR ORGANIZATION employee, you will be creating and using Federal records.  Records document the organization, functions, policies, decisions, procedures, operations and other activities of YOUR ORGANIZATION and may be in many formats:  paper, electronic, audio-visual, maps, etc.  
Records management is the planning, controlling, directing, organizing, training, promoting and other managerial activities involving the life cycle of information, including creation, maintenance (use, storage, retrieval) and disposal, regardless of media.

There are rules governing the use and destruction of all Federal records. It is your responsibility to protect Federal records in your custody, and there are legal implications for destroying records without the proper authority. Following good records management practices can benefit the agency by improving access to information, saving time, and conserving space and resources.

Keys to good filing practices are filing only what you need to file, filing it in a way that facilitates access and disposition, and doing it consistently.  

What Offices and Regulations Govern Records Management:

 -  National Archives and Records Administration (NARA):  The National Archives and Records Administration (NARA) is the nation's record keeper. Of all documents and materials created in the course of business conducted by the United States Federal government, only 1%-3% are so important for legal or historical reasons that they are kept by us forever.  NARA
-  Records Management and Declassification Agency (RMDA):  As part of the office of the Administrative Assistant to the Secretary of the Army, RMDA is responsible for the entire spectrum of Army-wide interrelated records management programs and associated functional automation systems which have significant interest by the Executive Branch, Congress, DoD/Army leadership, soldiers, veterans and the public.    RMDA
RMDA falls under NARA to partner and manage the official records holdings of DA offices.  

-  Regulations:  
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Why Records Management?

Every business or program must address well-defined objectives which will add value, either directly to the bottom line or toward the achievement of the organization's goals and objectives.  Records management (RM) objectives usually fall into one of three categories:

· Service (effective and efficient), 

· Profit (or cost-avoidance), and 

· Social (moral, ethical and legal) responsibility. 

Records management programs must manage organizational information so that it is timely, accurate, complete, cost-effective, accessible and useable. Better information, at the right time, makes better business.

Records management programs are not generally an organization's primary business, and RM programs don't usually generate income.  The following are the most important business reasons to set up a good records management program in your office.  (Adapted from Ten Business Reasons for Records Management in Information and Records Management: Document-based Information Systems, Robek, Brown, Stephens, 1995.):

1.  To Control the Creation and Growth of Records: Despite decades of using various non-paper storage media, the amount of paper in our offices continues to escalate.  An effective records management program addresses both creation control (limits the generation of records or copies not required to operate the business) and records retention (a system for destroying useless records or retiring inactive records), thus stabilizing the growth of records in all formats.

2.  To Reduce Operating Costs:  Recordkeeping requires administrative dollars for filing equipment, office space, and staffing to maintain an organized filing system (or to search for lost records when there is no organized system).  Establishment of an office filing plan will allow you to use alternative building space for your inactive records in a Records Holding Area (RHA) and it is free!  It costs $22 less per linear foot of records to store inactive records in the Federal Records Center (FRC) versus in the office.  It is estimated that, in an office that doesn't have a records management program in place, 30 to 50% of the files held within the office could be stored off-site.  

3.  To Improve Efficiency and Productivity:  Time spent searching for missing or misfiled records is nonproductive.  Good records management practices can enhance information retrieval, with corresponding improvements in office efficiency and productivity.  A well-designed and operated filing system with an effective index can facilitate retrieval and deliver information to users as quickly as they need it.

4.  To Assimilate New Records Management Technologies:   A good records management program provides an organization with the capability to assimilate new technologies and take advantage of their many benefits.  Investments in new computer 
systems don't solve filing problems unless current manual recordkeeping systems are analyzed (and occasionally, overhauled) before automation is applied.

5.  To Ensure Regulatory Compliance:  In terms of recordkeeping requirements, the United States is the most heavily regulated country in the world. These laws can create major compliance problems for businesses and Government agencies since they can be difficult to locate, interpret and apply.  The only way an organization can be reasonably sure that it is in full compliance with laws and regulations is by operating a good records management program which takes responsibility for regulatory compliance.  Failure to comply with laws and regulations could result in severe fines, penalties or other legal consequences.


6.  To Minimize Litigation Risks:  Business organizations implement records management programs in order to reduce the risks associated with litigation and potential penalties.  This can be equally true in Government agencies.  A consistently applied records management program can reduce the liabilities associated with document disposal by providing for systematic, routine disposal in the normal course of business.


7.  To Safeguard Vital Information:  Every organization, public or private, needs a comprehensive program for protecting its vital records and information from catastrophe or disaster, because every organization is vulnerable to loss.  Operated as part of the overall records management program, vital records programs preserve the integrity and confidentiality of the most important records and safeguard the vital information assets according to a "plan" to protect the records.


8.  To Support Better Management Decision Making:  In today's business environment, the manager that has the relevant data first often wins, either by making the decision ahead of the competition, or by making a better, more informed decision.  A records management program can help ensure that managers and executives have the information they need when they need it.  By implementing an enterprise-wide file organization and a corporate filing plan, including indexing and retrieval capability, managers can obtain and assemble pertinent information quickly for current decisions and future business planning purposes.


9.  To Preserve the Corporate Memory:  An organization's files contain its institutional memory, an irreplaceable asset that is often overlooked.  Every business day, you create the records which could become background data for future management decisions and planning.  These records document the activities of the agency which future scholars may use to research the workings of YOUR ORGANIZATION, the US Army, and the Department of Defense.


10.  To Foster Professionalism in Running the Business:  A business office with files unorganized, stacked on top of file cabinets and in boxes everywhere, creates a poor working environment.  The perceptions of customers and the public, and "image" and "morale" of the staff, though hard to quantify in cost-benefit terms, may be among the best reasons to establish a good records management program.

**  How do I benefit from good records management?





-  Free up office space for other purposes. 



-  Allow quicker retrieval of documents. 



-  Provide better documentation with less paper. 



-  Save money on space, equipment, and staff time. 



-  Comply with Federal and agency requirements. 

What is a Federal Record?

Records include all books, papers, maps, photographs, machine-readable materials, or other documentary materials, regardless of physical form or characteristics, made or received by an agency of the United States Government under Federal law or in connection with the transaction of public business and preserved or appropriate for preservation by that agency or its legitimate successor as evidence of the organization, functions, policies, decisions, procedures, operations, or other activities of the Government or because of the informational value in them. 
(Taken from 44 U.S.C. Chapter 33, Sec. 3301)
Several key terms, phrases, and concepts in the statutory definition of records are defined as follows:

1. Documentary materials is a collective term for records, nonrecord materials, and personal papers that refers to all media containing recorded information, regardless of the nature of the media or the method(s) or circumstance(s) of recording. 

2. Regardless of physical form or characteristics means that the medium may be paper, film, disk, or other physical type or form; and that the method of recording may be manual, mechanical, photographic, electronic, or any other combination of these or other technologies. 

3. Made means the act of creating and recording information by agency personnel in the course of their official duties, regardless of the method(s) or the medium involved.  The act of recording is generally identifiable by the circulation of the information to others or by placing it in files accessible to others. 

4. Received means the acceptance or collection of documentary materials by agency personnel in the course of their official duties regardless of their origin (for example, other units of their agency, private citizens, public officials, other agencies, contractors, Government grantees) and regardless of how transmitted (in person or by messenger, mail, electronic means, or by any other method).  In this context, the term does not refer to misdirected materials.  It may or may not refer to loaned or seized materials depending on the conditions under which such materials came into agency custody or were used by the agency.  Advice of legal counsel should be sought regarding the ”record'' status of loaned or seized materials. 

5. Preserved means the filing, storing, or any other method of systematically maintaining documentary materials by the agency.  This term covers materials not only actually filed or otherwise systematically maintained but also those temporarily removed from existing filing systems. 

6. Appropriate for preservation means documentary materials made or received which, in the judgment of the agency, should be filed, stored, or otherwise systematically maintained by an agency because of the evidence of agency activities or information they contain, even though the materials may not be covered by its current filing or maintenance procedures. (Taken from the Code of Federal Regulations Part 1222, Subpart A, Sec. 1222.12)

How to Determine if a Document/Email is a Federal Record
Agency employees are responsible for determining whether a document is a Federal record, nonrecord material, or a personal paper -- and for managing that document accordingly. Employees are responsible for providing detailed guidance to their agents on this matter.

To qualify as a Federal record under the Federal Records Act, a document must:

1. be made or received in the course of business, and 

2. be preserved or appropriate for preservation because it is evidence of Agency activities (as described above) or has sufficient informational value to warrant preservation. 

Documents that do not meet this criteria are either nonrecord materials or personal papers. Allowing for those exceptions, most documents created or received on government time, using government equipment, and in connection with the transaction of government business will meet the first condition. 
Generally, a document meets the first condition if the following apply:

· The office/person created it in the course of business. 

· The office/person received it for action. 

· The office needs it to document its activities. 

· The office was made responsible for maintaining it. 

The second condition is more difficult to apply. In the Federal Records Act and the implementing regulations, the following categories of materials are identified as the principal ones for which extensive documentation must be preserved to document critical Agency activities.
· Records that document the formulation and execution of basic policies and decisions and the taking of necessary actions. 

· Records that document important meetings. 

· Records that facilitate action by Agency officials and their successors. 

· Records that make possible a proper scrutiny by the Congress or by duly authorized agencies of the Government.
· Records that protect the financial, legal, and other rights of the Government and of persons directly affected by the Government's actions. 

The Agency's official files for all of its activities must contain "adequate and proper documentation" of how the Agency arrived at its decisions. The more important the decision, the more complete the record must be. In many cases, specific guidance exists as to what types of records need to be maintained for critical Agency activities. Critical Agency activities are those that are required by statute or regulation, involve the legal or financial rights of the Government or citizens, or directly support important administrative functions or mission-related activities. Records of such activities need to be more complete than those documenting other activities. Examples of areas in which extensive documentation should be retained include:

· Rulemaking 

· Guidance to the regulated community 

· Policy development 

· Budget development 

· Enforcement and compliance activities 

· All types of permitting activities 

· All mission-related activities required by statute 

· All auditable activities 

· Management of extramural resources 

· Scientific research and publication 

· Activities of the Federal Advisory Committees 

Official Agency activities that are not included in these lists, or that don't qualify as mission-critical, still will require some form of documentation, even if only for a brief period of time. Agency programs and managers can assist individuals in determining what records are needed for adequate and proper documentation of activities by issuing recordkeeping requirements. These recordkeeping requirements should identify what types of documents need to be included in the file and which ones should be discarded.

Individuals should remember that the goal of recordkeeping is to clearly document how and why an action took place without creating or maintaining any extra documentation that is not necessary for that purpose.

Even if a document qualifies as a Federal record, it may only have to be retained a short period of time, because it does not contribute to the long-term adequate and proper documentation of the organization, function, policies, decisions, procedures, or essential transactions of the program or the Agency. See the next section for examples.

Guidance on determining whether a document is a Federal record is presented as a series of four steps, each consisting of one or more questions and appropriate guidance depending upon the answers. 


Step 1 - Determine whether specific guidance exists:  Agency employees should determine whether more specific guidance exists on what types of documents need to be created and retained for the activity in which they and their agents are engaged. If that guidance exists, it supersedes these general procedures and should be followed. Guidance may exist in the following types of documents:

· Recordkeeping requirements 

· File plans, checklists, or manuals 

· Records schedules 


Actions based on results of step 1:

· If specific guidance exists and the type of document is mentioned in that guidance, the guidance should be followed. 

· If no specific procedures exist, or if the type of document at hand is not clearly covered by the procedures, proceed to Step 2. 


Step 2 - Determine whether the document is part of essential documentation:  This step consists of two questions concerning the potential value of the document as part of essential documentation of Agency activities.

1. Does this document directly contribute to an understanding of the organization, functions, policies, decisions, procedures, or essential transactions of the Agency? OR 

2. Does this document pertain to an activity that involves the legal or financial rights of the Government or persons directly affected by the Agency's activities? 


Actions based on step 2:

· If the answer to either question is yes, the document should be included in the official file for that activity. 

· If the answer to both questions is no, or if the answer to both questions is not clearly yes or no, proceed to step 3. 


Step 3 - Determine whether the document clearly falls into one of the categories of nonrecord materials.


There are two questions for this step.

1. Does the document qualify as nonrecord material as defined below? 

2. Does the document clearly qualify as a personal paper? 


Actions based on step 3:

· If the answer to either of the questions is yes, then the document should be filed separately from the records and managed as nonrecord or personal papers, as appropriate. 

Note that many nonrecord documents will have medium to long-term uses within the Agency as reference materials that staff will use in their day-to-day business. However useful the documents may be, they are not part of the official records of the Agency. This means that they can be destroyed whenever they have outlived their usefulness.

· If the answer to both questions is no, or if the answers are not clearly yes or no, proceed to step 4. 


Step 4 - Determine if the document is a record that is not needed for longer-term documentation of Agency activities:  
1. Is the document a transitory document? 

2. Is the document a suspense, tracking, or control document? 

3. Is the document a facilitative document? 

4. Is the document part of the supporting material not required for long-term retention (working files)? 


Actions based on step 4:

· If the answer to any of these questions is yes, the document may be disposed of within 90 days, or sooner, if no longer needed. It does not need to be included in one of the Agency's formal recordkeeping systems or the official file for the activity. 

· Generally speaking, if there is still a question about whether a specific document or message constitutes a necessary part of the adequate and proper documentation of the activity, it should be included in the file. 

Which records are important to your program?

What does your program do that needs to be documented?  What types of records are created in your program?  What are your mission-critical records?  What records document your decisions or are part of the audit trail?  Examples might include permit files, project files, reports, publications, time sheets, personnel files, contact files, and so on.

Look at each type of record and decide why it is created and maintained.  Your program may be required to create and maintain records for a number of valid reasons including program administration, management reporting, statute, federal regulation, Agency policy or procedures.

Reference and personal convenience are valid reasons too.  Frequently the only justifications for maintaining files are personal ones such as "I need the records for reference", "Joe wanted me to keep a copy," "somebody may ask for it", and "I don't trust anyone else to keep it."  You will find that many of the series on the list for your office are working files, files maintained simply for convenience, or reference materials.

Put those aside for now, and concentrate on the files that directly support the agency mission or administration.  These are your "corporate" records, without which your program could not function.  They are the ones you need to control.

Identifying the list of corporate or mission-critical records is the most important and the most difficult step in the process.  It takes a little time, but the benefits are great and it will allow you to manage your information assets much more effectively and efficiently.

Non-Records    
An agency's disposition program also needs to include managing nonrecord materials, because their volume may exceed that of records. These are US Government-owned documentary materials excluded from the legal definition of records (44 U.S.C. 3301), either by failing to meet the general conditions of record status already described or by falling under one of three specific categories: 


1.  Extra copies of documents preserved only for convenience of reference. 


2.  Stocks of publications and of processed documents. Each agency needs, however, to create and maintain record sets of processed documents and of publications, including annual and special reports, special studies, brochures, pamphlets, books, handbooks, manuals, posters, and maps. 

3.  Library and museum material made or acquired and preserved solely for reference or exhibition purposes. 
On the basis of these conditions and the categories specifically cited in the law, nonrecord materials include: 


1.  Information copies of correspondence, directives, forms, and other documents on which no administrative action is recorded or taken. 

2.  Routing slips and transmittal sheets adding no information to that contained in the transmitted material. 

3.  Tickler, follow up, or suspense copies of correspondence, provided they are extra copies of the originals. 

4.  Duplicate copies of documents maintained in the same file. 

5.  Extra copies of printed or processed materials for which complete record sets exist, such as current and superseded manuals maintained outside the office responsible for maintaining the record set. 

6.  Catalogs, trade journals, and other publications that are received from other Government agencies, commercial firms, or private institutions and that require no action and are not part of a case on which action is taken. 

7.  Physical exhibits, artifacts, and other material objects lacking evidential value. 
Determining whether a particular document is a record does not depend on whether it is an original or a copy. As figure 2-1 shows, several copies of a single form may each have record status because each serves a separate administrative purpose, and they are maintained in different filing systems. A single set of publications should be designated the record copy, as distinguished from copies elsewhere or stocks of the same publication. 
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Figure 2-1. Multiple Record Copies of a Single
Form




The following guidelines should be used in managing nonrecord materials:


1.  Within the agency, only the records officer should determine record or nonrecord status, after obtaining any necessary advice from the agency's legal counsel. Giving such responsibility to officials at agency staff or operating levels may lead to misuse of the nonrecord label, weaken the entire disposition program, and result in the loss of valuable records. 


2.  The records officer should seek NARA's guidance regarding the record or nonrecord status of a questionable file or type of document. 


3.  When it is difficult to decide whether certain files are records or nonrecord materials, the records officer should treat them as records. 


4.  Nonrecord materials should not be interfiled with records. 


5.  Nonrecord materials should be destroyed when no longer needed for reference. NARA's approval is not required to destroy such materials. 


6.  Nonrecord materials should be removed from US Government custody only with the agency's approval. The agency should ensure adequate protection of any security-classified or administratively controlled information contained in such materials. 
Permanent Records
(From DA PAM 25-403, 11 Aug 08, para 2-11b-c):

b.  Records maintenance and use. Records are kept to provide documentation of an action taken, to support a decision or legal requirement, to respond to inquiries, and for reference purposes. Under the maintenance and use stage, the records are assigned a RN, which is used to file and retrieve the records. During this stage, records are referred to as active or inactive depending on how often the record is accessed.


(1) Active records. Records are considered active if they are used frequently. Active records are maintained in the CFA where they are available for easy retrieval.


(2) Inactive records. Records are considered inactive if they are referenced no more than 4 to 5 times annually.  Normally, inactive T records are transferred to an RHA or FRC, while K records are managed in the CFA through their life cycle.


c. Records disposition. During the final stage of the record’s life, it will be destroyed if it is a temporary record or transferred to The National Archives if it is permanent. Anything less than permanent is considered a temporary record. A record is disposed of according to the disposition instructions for the applicable RN assigned to it.


(1) Temporary records. Temporary records are destroyed after a fixed period of time or after occurrence of a specified event. The time may range from a few months to many years. Most (greater than 90 percent) Army records are temporary.


(2) Permanent records. Records that are considered sufficiently valuable for historical or other purposes, as to warrant continued preservation by the Federal Government, are classified as permanent.  Relatively few (less than 10 percent) of Army records are permanent.
Editor's Note:  the filekeeping individual record number for the document you wish to keep will detail whether that particular document is to be kept permanently or for some other duration.
Short-Term Records
While conducting business, agencies create a large number of documents that require only short-term retention. Although these documents are useful to individuals in accomplishing their work, the documents are not needed as part of the long-term documentation of Agency activities.  There are three types of short-term documents that commonly occur in offices:


1.  Transitory documents 


2.  Facilitative documents (suspense, tracking, control documents, calendars, indexes)   


3.  Selected disposable supporting materials (working files) 

Each type of document is explained below. Such documents must be managed judiciously or they will add greatly to the bulk of the files, and this often lessens the ability of others to understand what actually took place.

It is possible to argue that each of these types of documents does not meet the definition of a record in the Federal Records Act. However, the documents may qualify as records under the FOIA, and the more practical solution is to consider them as record material that needs to be retained for only a brief period of time. A brief period of time is usually defined as no more than 90 days. In many cases, 10 days is sufficient, and often short-term documents can be deleted/destroyed as soon as appropriate action has been taken.

The following general guidance applies to managing all four types of short-term documents:
-  Paper documents:  Do not include them in the official file, unless specifically required to do so. 

If they are included in working files, they should be weeded on a periodic basis to avoid overloading the files. 

-  Electronic documents (e.g., word processing, spreadsheets):  Delete when the record copy has been produced, or when dissemination, revision, or updating is completed. Identify, using naming conventions that facilitate identification and deletion. 

-  E-mail messages:  If the message is a record, delete when the record copy has been produced. The record copy must include transmission data and attachments. 

If the message is not a record, delete when no longer in use. 


1.  Transitory Documents.

Transitory documents are documents of short-term interest which have no documentary or evidential value. Transitory documents are disposable because they clearly do not pertain to the official activities of the Agency.  Three of the most common types of transitory files are:

-  Routine requests for information or publications and copies of replies that require no administrative action, no policy decision, and no special compilation or research. 


Example: An e-mail message requesting nominations for an Agency work group and the replies.

-  Letters of transmittal that do not add information to the transmitted materials. 


Example: Message transmitting a copy of a document to a requestor.

-  Quasi-official notices that do not serve as the basis for official actions. 


Example: Notices of holidays, bond campaigns, CFC campaign materials, etc.

If transitory documents are to be retained, they should be kept in a separate chronological file, and deleted or destroyed every 90 days, or sooner if no longer needed.


2.  Facilitative Documents.

Individuals create a wide variety of suspense, tracking, and control records to assist them in managing their programs and projects. These may be in the form of documents, but may also include databases, spreadsheets, or other lists, both manual and automated.

Three types of records are readily disposable:

-  Suspense documents maintained solely as a reminder that an action is required on a given date or that a reply to action is expected and, if not received, should be traced on a given date. 


Example: A note or reminder to take an action or a file of documents arranged by date when reply or action is expected.

-  Logs, registers, and other records used to control or document the status of assignments, correspondence, reports, or other routine administrative records. 


Example: A log of offices to which a document was sent for review.

-  Advance copies of documents transmitted electronically that can be used immediately on an interim basis, but are replaced by official copies or notifications. 


Example: Advance copy of a meeting agenda faxed to participants prior to the meeting.
Delete when action has been taken or when superseding documents have been received.


3.  Working Files.

NARA defines "working papers" as documents such as "rough notes, calculations, or drafts assembled or created and used to prepare or analyze other documents."

There are two principal types of working papers:
-  Working papers that receive no official action themselves, are not reviewed or approved by others, and are simply used to prepare documents for official action such as review, signature, publication, etc. 


Examples: Budget calculations using different parameters, preliminary outlines for a report, lists of suggested points to be included in a memo. 
-  Working papers that relate to preliminary, interim, or ancillary activities that are not needed as part of the official record of the activity. 


Examples: Drafts of routine memoranda and correspondence and proposed changes, informal comments received on a draft publication, documents used to brief staff and achieve concurrence on a proposed action.
As noted in the previous section on identifying Federal records, there are many functions and activities for which specific recordkeeping guidelines have been developed that explicitly identify the types of documentation necessary for complete files. Working papers, including drafts, background information, etc., may or may not be needed as part of the documentation for these activities.

For some files, working papers must be retained for specific periods of time.  Recordkeeping requirements, filing plans, and records schedules are the best source of information about whether working papers need to be retained for the type of activity being documented.

For each type of file or function, always check for existing function-specific or program-specific guidance concerning the documentation necessary for a complete file. Be especially careful in dealing with records pertaining to the legal and financial rights of the Government and those affected by Agency action.

In the absence of specific guidance on retaining working papers, they can be deleted or destroyed 90 days after the completion of the action, or sooner if no longer needed to support the activity.

Specific types of disposable working papers include:

-  Drafts :  Drafts, and the comments on them, require special attention. In some cases, drafts and comments on them must be included in the official files as part of the documentation of the activity. Examples include important mission-related policy, regulatory development, and some types of permits. Generally speaking, the recordkeeping requirements for a specific type of file (e.g., regulatory development files) should specify the conditions under which drafts and comments need to be included as part of the official files.  However, there are many instances when drafts can be safely destroyed. Examples include drafts not circulated for comment and drafts of most general publications, correspondence, internal memoranda, and other documents not related to critical functions. In such cases, drafts and comments on them can be destroyed once changes have been included in a revised version.

-  Notes:  Unless otherwise specified, notes that do not qualify as personal papers can be destroyed/deleted once they are incorporated into a final product. Examples include notes used to prepare minutes of meetings, records of telephone conversations, decision memoranda, or other documents when the gist of the discussion, conversation, direction, or other activity is embodied in a document that states the official Agency decision, position, or outcome.

-  Comments:  Unless otherwise specified, comments received on drafts, proposals, suggestions, and similar things can be deleted/destroyed once they have been incorporated or summarized for the official record. Examples include comments on drafts of internal memoranda, routine correspondence, and reports.  Note that there are very specific requirements to keep records of comments for specific activities including scientific publications, regulatory development, and policy development. Note also that comments received during internal and/or informal reviews are usually not as critical to the adequate and proper documentation of an activity.

However, comments received via a formal Agency comment process, comments received from the public/regulated community, or comments received during a formal review by outside experts should be carefully documented for the record, either by keeping the original comments themselves, or, if volume is extensive, keeping a summary of the comments and how they were used.

-  Development materials:  Documents such as preliminary calculations, approaches to issues, outlines, and other documents that the individual uses to prepare documents for official action can be destroyed/deleted once they are incorporated into a final product.

Examples include annotated copies of documents, preliminary calculations, results of preliminary investigations, lists of points to be considered or included, ideas or suggestions received from coworkers, and other documentation used in the development of documents for official action.

What Are Your Recordkeeping Responsibilities?
Every person who works for YOUR ORGANIZATION is responsible for agency records.  Some people just spend more time at it than others, because they are in charge of a specific series of records.
If you create a Word document, enter information into a database, file a document in a folder, answer an inquiry from the public, respond to a FOIA request, or do anything else that documents your activities for YOUR ORGANIZATION, you are a records custodian.  You are responsible for ensuring the safety, timely availability, and proper retention and/or transfer of information in your custody.  If you are in charge of managing a specific series of records, you are responsible for organizing, maintaining and retiring those records.

-   Agency managers are responsible for ensuring that their programs are properly documented and that records created by their programs are managed according to relevant regulations and policies.
-  Information system managers (program managers) are responsible for overseeing the creation and use of electronic records in keeping with federal regulations and Agency policy. This includes coordination with the records officer to establish recordkeeping requirements including a retention period and to implement authorized disposition instructions for system information and documentation. Systems managers also coordinate with records officers to develop specific information resource management plans to meet future system information needs.
-  ADP or Information Technology Managers are responsible for managing ADP resources, as well as notifying the systems managers and records officers of technology changes that would affect access, retention, or disposition of system records.
-  All Agency staff and agents of YOUR ORGANIZATION shall:

-  Conduct work in accordance with Federal records management regulations and the Agency's records management policy and procedures. 


-  Create and manage the records necessary to document their official activities. This includes creating appropriate records documenting meetings, conversations, electronic mail messages, telephone calls and other forms of communication that affect the conduct of official Agency business. 


-  Only destroy records in accordance with approved records disposition schedules and never remove records from the Agency without authorization. 

-  File personal papers and nonrecord materials separately from official Agency records. 

FAQs About Records Management
1.  Is all of the paper I have in my office record material?  No.  In most programs, probably a quarter of the paper volume is actually record material that needs to be retained for any length of time.  Much of what is in most offices is either reference material which can be destroyed when no longer needed.  Even working papers are records, although they generally need to be retained for a shorter period of time.

2.  I have a lot of records around. I don't need them any more and they are taking up space. Am I free to recycle or destroy them?  No.  Federal records are government property.  They cannot be loaned, recycled, or otherwise destroyed without authorization.

3.  How can I reduce the volume of records I have in my office?  Review your files for outdated reference materials and destroy superseded or obsolete items.  Use the records schedule within ARIMS (ACRS) as a guide to eliminating unnecessary records.  Retention of each type of records maintained in your office is governed by the ACRS, which has been rigorously reviewed to ensure the records are kept a sufficient length of time.  Schedules are reviewed and approved by the agency and the Archivist of the United States and serve as the legal authority for destruction of records or their transfer to the National Archives.
Army organizations may use optical disk systems for storing and retrieving permanent records while the records remain their legal custody, however, approval to destroy the hard copy source documents must be obtained from the US Army Records Management Declassification Agency.
4.  Does this apply only to paper?  No.  A record can be any physical format: microfilm, videotape, maps, photographs, electronic records (word processing, spreadsheets, electronic mail, etc.), or other media.  For example, electronic mail messages that meet the definition of a record must be retained in either paper or electronic form as long as the records schedule specifies.  Records in media other than paper are also covered in the records schedules and often require special handling due to the fragility of the medium.

5.  Who do I contact for help?  Each Region/CPAC will have a records coordinator or a records manager who will assist you with your records questions.  Additional training, tutorials, and information on records management may be found on the ARIMS website (www.arims.army.mil) and from the records management pages on the National Archives and Records Administration (NARA).  
10 Commandments of Records Management
Records management responsibilities, as defined in statutes, regulations, and Agency policy, can be distilled down to the following ten tasks. The Agency, its Program Offices, Staff, and Agents must:

1. Identify the functions and activities for which each program is responsible and determine what records are needed to document those activities and functions.

2. Create sufficient records to document those activities and functions.

3. Maintain those records in a way that allows all persons who need access to find and retrieve what they need.

4. Remove or destroy records only with authorization; don't retain records authorized for destruction.

5. Keep official records separate from non-record materials.

6. Make someone responsible for the records program.

7. Transfer records identified as permanent to the National Archives as required.

8. Protect vital records appropriate to their value.

9. Protect records that contain security classified, confidential business, or other types of sensitive information with appropriate safeguards.

10. Do all of this in a manner that is as cost effective as possible.

The purpose of the 10 commandments exercise is to focus on what is really important and to simplify the message. Records management is an important management concept. It can be distilled down to a few basic ideas, but like any other resources management, there is regular repetitive work that has to be done, just as we need regular property inventories, regular employee evaluations, and regular financial accounting.

10 Easy Ways to Improve Records Management
It isn't complicated.  Here are 10 easy things you can do to implement an effective records management program:

1. Identify what documentation needs to be kept for each function you perform. 

2. Designate a record copy of each document, deliverable, product, or other record that you need to keep and retain it in an official file. 

3. Make someone responsible for the official file and put that responsibility in his or her performance standards. 

4. File records according to the Agency file plan. 

5. Close your files at the end of each year (calendar or fiscal year, as required) and start new files. 

6. File reference materials separately from official records. 

7. File and purge on a regular basis. 

8. Hold records clean-up days at least once a year. 

9. Retire inactive records to off-site storage. 

10. Maintain an inventory of what records you have and where they are located. 

FAQs about E-Mail
E-Mail as a Record.
When are e-mail messages considered records?  You should treat e-mail messages the same way you treat paper correspondence.  An e-mail message is a record if it documents the YOUR ORGANIZATION mission or provides evidence of a YOUR ORGANIZATION business transaction and if you or anyone else would need to retrieve the message to find out what had been done or to use it in other official actions.

Do I have to manage incoming and outgoing e-mail as records?  Yes, you should apply the standard described above to both incoming and outgoing e-mail.  The reason is that both sender and recipient of e-mail messages have the responsibility to document their activities and those of their organizations.  Both the sender and the recipient have to determine whether a particular e-mail message is a necessary part of that documentation.

Are e-mail systems reliable enough for transmitting official messages?  Yes, e-mail systems are highly reliable for transmitting messages.  However, you should use e-mail for business only when you are reasonably sure that the message will not be altered after transmission. Consider the nature and sensitivity of the message, the technology involved, and the persons with whom you communicate when you decide to use e-mail for business.

Are instant messages (IM) records?  Yes, in certain circumstances.  They are similar to e-mail messages; that is, if the messages are needed to substantiate your work, you must treat them the same way you would any e-mail record.  You need to capture the text of the message, as well as who the message is to/from and the date and time.  Also, due to the informal and sometimes cryptic nature of IM, it may be necessary to transcribe or capture the message in another format much as you would for a telephone conversation or other verbal communication if it is needed to document your activities.  Finally, it is important to be careful if you use a non-Army IM product to communicate with external users because it could result in unauthorized disclosure of information.  See also: NARA's Frequently asked questions about Instant Messaging.

How can e-mail be an official record if it is not signed?  A signature does not make something a record.  Many types of records, such as manuals, reports, photographs, and maps, do not contain signatures, but they can still be records.

If an e-mail record is sent to several recipients, which copy is the official record?  It depends.  Different copies of the same message may be records.   If you take any official action related to a message and if the message is needed for adequate and complete documentation of the action, the message would be a record in your office regardless of whether copies are retained elsewhere.  If the record is in your office's official files, then your copy is not a record and you may delete it.  If you receive a message only for information and do not take action related to it, your copy would not be a record.
Retaining the Complete E-Mail Message.
Are there special requirements for retaining e-mail messages as records?  The basic requirements that apply to all records apply to e-mail records as well. However, there are some specific requirements for records made or received through e-mail. You should make sure that:

1. the e-mail record includes transmission data that identifies the sender and the recipient(s) and the date and time the message was sent and/or received; 

2. when e-mail is sent to a distribution list, information identifying all parties on the list is retained for as long as the message is retained; and 

3. if the e-mail system uses codes, or aliases to identify senders or recipients, a record of their real names is kept for as long as any record containing only the codes or aliases. For example, if you are communicating with someone via the Internet (e.g., a grantee or researcher), and their e-mail address does not indicate who they are (e.g., the address is JerryR@...) then a record must be kept of who they are. This might be done simply by always including their full name in the body of the message. 

Why is it necessary to keep the transmission data about the sender, receiver, date and time of the e-mail?  You should treat e-mail messages the same way you treat paper correspondence. You would not delete the names of the sender and addressee, the date, or a time stamp from a letter on paper. The data identifying the sender and recipient(s), the time and date the message was sent, and, on the recipient(s) copy, the time and date it was received are equally essential elements that constitute a complete e-mail record.

What about attachments to an e-mail message? Do I have to keep them as well?  Yes, you do. If a message qualifies as part of the documentation of your activities, you need to make sure that related items that provide context for the message are maintained as well. This includes attachments. You would keep them under the same conditions that you would if they were paper attachments to a paper memo or incoming letter.

If my outgoing message is a record, should I ask for a return receipt to make sure that the person I sent it to got it?  It is not necessary to ask for a return receipt or read receipt in e-mail any more than it is necessary in hard copy. We don't send all letters certified mail. If it is important to document for the record the time that a message was opened, then that receipt must be retained along with the message for as long as the message is retained. You also need to have some means of linking the receipt to the message so it is clear what outgoing message the receipt documents.
Do I need to retain both the original message and the reply?  The requirement is to create and maintain an understandable record documenting activities. Some replies to e-mail messages contain enough information from the original message that they can stand on their own, but most do not. The simplest way to ensure understandability of e-mail messages that will become part of the record is to incorporate the original message in any reply and maintain them as a unit. If e-mail is sent back and forth and the most recent message has the entire sequence of messages, you need to keep only the final message (including the previous messages and replies) as long as it also contains attachments and other data such as the sender, receivers, date, and time, that are necessary for a complete record.

Maintenance and Retention of E-Mail Messages.
How long do I need to keep e-mail records?  Retain e-mail records in accordance with your office's file plan and records schedules. The exact length of time will vary depending on the activity that the message documents. Retentions range from thirty days to permanent.

What if the message does not qualify as a record?  Delete e-mail that is not a record when no longer of use.

Where do I keep e-mail records?  You should store e-mail records in an approved recordkeeping system. This system may be either paper or electronic. In either case, the recordkeeping system must:

**


1.  logically relate or group records in accordance with your office's file plan; 


2.  ensure the records are accessible to authorized persons throughout their life; 


3.  support retention of the records for as long as required; 


4.  facilitate destruction of records on schedule; and 


5.  enable transfer of those records which will not be destroyed to the National Archives. 

Does this mean that I need to print out all my e-mail messages?  No. First of all, not all of your e-mail messages will be records. Second, if your organization has an electronic recordkeeping system to manage messages that qualify as records, the records should be maintained in that system. However, if no such system exists, print out the messages that qualify as records and file them in your organization's paper files.

Can I keep the records in the e-mail system?  No. Once you determine that an e-mail message is an official record, you should ensure that it is kept in an approved file system that satisfies the requirements for recordkeeping set out in points 1 to 5 above **. You may, of course, retain your personal copy in your personal e-mail, but you must ensure that the record is placed in an approved file system.

Can e-mail records be kept on backup tapes or disks?  No, backups created to facilitate restoration of a system or file in case of accidental or unintentional loss are generally ill-suited for recordkeeping purposes.

Do I need to retain both an electronic and hard copy for the same e-mail message?  No, if you retain the entire record in either form, and it is properly filed in an approved file system, you do not need to retain both electronic and hard copies.
Access to E-Mail Messages.
Does FOIA apply to e-mail messages?  Yes, e-mail is subject to the FOIA, and its release is subject to the same FOIA exemptions that apply to other agency records.

What do I do about e-mail messages that contain sensitive information, such as classified, proprietary or Privacy Act information?  If you receive e-mail containing sensitive information, apply the same standards and precautions to the e-mail containing sensitive information as you would to the same information in any other medium. However, you should not use the e-mail system to transmit messages that contain confidential business information, information covered by the Privacy Act, or other sensitive information. At the time of this writing, e-mail systems are not considered as secure or private as the U.S. Postal Service, and don't have the same legal protections.
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Where can I get additional email guidance?

Code of Federal Regulations (36 CFR Chapter 12, Subchapter B - Records Management) 36 CFR Chapter 12
      Managing Electronic Records, published by the National Archives and Records Administration (NARA) Managing Electronic Records
Organizing and Managing Documents That Qualify as Federal Records

Documents that qualify as Federal records must be incorporated into a recordkeeping system. Recordkeeping systems may be either hard copy or electronic, provided that they meet the objectives as set forth in the box below. They may also be centralized or decentralized, provided that they can be accessed by all staff with a need for access.  NARA defines a recordkeeping system as:  "A manual or automated system in which records are collected, organized, and categorized to facilitate their preservation, retrieval, use, and disposition." (36 CFR 1220.14)

If a program office wishes to maintain an electronic recordkeeping system, including storage of e-mail documents, the system must be capable of:

· Organizing the documents to allow ready retrieval; 

· Linking the documents to the appropriate records schedule and file code; 

· Maintaining them for the time period required by the records schedule; and 

· Cross referencing them to related records in all media (e.g., paper, audio-visual, etc.). 

Paper records:  Documents that qualify as Federal records should be included in the appropriate file and filed according to the procedures for the recordkeeping system in place in the unit.  Documents of short-term retention should be filed separately from those that are part of the longer-term documentation of the activity.

Electronic documents:  Documents that qualify as Federal records necessary for long-term documentation of the activity are to be printed out and filed as part of the paper recordkeeping system. If that is done, the electronic version can be deleted.

Alternatively, offices wishing to establish an electronic recordkeeping system and file the documents in the electronic system must work with the ARIMS Office Records List (ORL) and Bulk Archive tool to establish an electronic filing hierarchy.
Electronic mail:  A complete e-mail message consists of the message text, transmission information (identities of the sender and recipient(s) and the date of transmission), and any attachments, acknowledgments of message receipt, or other messages (e.g., an incoming e-mail request) providing context for the message.  If e-mail messages are stored in an electronic recordkeeping system, that system must allow for:

· The maintenance of the entire e-mail message (recipient/sender information, attachments, etc.), 

· The relationship of that message to other messages (e.g., as a response to an earlier message), 

· The relationship of the message to other messages on the same subject (e.g., organization of messages by file category), 

· The relationship of the electronically maintained records to paper records of the same type, and 

· The efficient disposition of the messages according to the records schedules. 

Retention of Federal Records
Generally speaking, an individual document does not have a specific retention. Documents are put in files and those files have "dispositions" based on what they document and how they are used. Hence, there is no specific disposition for documentary forms (e.g., e-mail messages, minutes of meetings, drafts, correspondence, memorandums, etc.), but there are dispositions for each type of file (e.g., controlled correspondence, permits, contract management records, etc.) into which documents are placed.

NARA defines disposition as:  "...those actions taken regarding records no longer needed for the conduct of the regular current business of the agency." (36 CFR 1220.14)

The retention and disposition of each type of file is specified in the records schedules established by the Agency in conjunction with NARA. Retentions as specified in the records schedules are mandatory. Retention and disposition may vary from the extremely short (30 days or less) to extremely long (30 years and then transfer to the National Archives for permanent retention).

Program offices are required to ensure that records maintained electronically can be accessed for their entire life. This can be done in one of these ways:

· The medium used to maintain the record has sufficient life to allow the record to be maintained and accessed for the entire retention period specified in the records schedule. 

· The program office has a plan to migrate the records to storage media as technology changes and maintain accessibility despite changes in software. 

Program offices are also responsible for ensuring that records determined to be of permanent value can be transferred to the National Archives in the format specified in the records schedule. The National Archives only accepts electronic records on certain specified media and in certain specified formats. Transfer specifications for electronic records are provided in 36 CFR 1228.270.

The easiest way to ensure that the files are retained for the appropriate period of time is to use the Agency file codes that link files to their records schedules.

************************************************************************************************************************

Army Records Information Management System (ARIMS):  What are Record Buckets?

In the Army Records Information Management System (ARIMS), a bucket is the basic unit for organizing and controlling your files. Buckets are those file units or documents kept together because they relate to a particular subject or function, result from the same activity, document a specific type of transaction, take a particular physical form, or have some other relationship arising out of their creation, receipt, maintenance, or use.

In ARIMS, records are identified according to the primary directive that prescribes those records be created, maintained, and used  (i.e., files that are created in response to regulations in the 70- series (AR 70-?) would be in the 70- records series as well.  For more information, see the crosswalk features of the ACRS tab online at www.arims.army.mil.  Records coordinators should be careful to classify records in the correct series to facilitate management of the records throughout their life cycle.  ARIMS Website
ARIMS:  What is a Records Schedule?
Each Federal Agency is required by statute (36 CFR 1228) to maintain a comprehensive records schedule.  This comprehensive schedule is developed by combining the General Records Schedules (containing disposal authority for records common to several or all agencies), published by the National Archives and Records Administration (NARA), with US Army-specific schedule items or record series.

Based on careful analysis of the agency's documentary materials, the schedule provide instructions for the retention and disposition of each record series or system and of nonrecord materials, and authorizes the systematic removal of unneeded records from offices.

The Army Consolidated Records Schedule (ACRS) constitutes the US Army’s official policy for records retention and disposal.  The schedule, which online at www.arims.army.mil provides mandatory instructions for what to do with records (and nonrecord materials) no longer needed for current agency business.  Records retention and disposal should occur at regular intervals in the normal course of business of the agency.

Other benefits of using the ACRS:

1. Ensures that important records are organized and maintained in such a way as to be easily retrieved and identifiable as evidence of the programs activities (especially in the event of an audit, a FOIA request or a discovery for a lawsuit). 

2. Conserves office space and equipment by using filing cabinets to house only active records and deploying the Bulk Archive Tool (BAT) to electronically house official records.. 

3. Saves money by the regular transfer of inactive files to less costly Records Holding Area (RHA) or Federal Record Center (FRC) storage areas for subsequent disposition. 

4. Helps preserve those records that are valuable for historical or research purposes. 

5. Stabilizes the growth of records in offices through systematic disposition of unneeded records. 

**************************************************************************************************************

Summary and Decision Process
Determine whether the item (e-mail message, database record, etc.) in question is necessary to document the organization, function, policies, decisions, procedures, and essential transactions of the Agency or program. If so, the item is a Federal record and must be managed as such.

The most frequent types of nonrecord documents and messages are information copies not needed to document activities and personal papers not related to Agency work.

If an item qualifies as a Federal record, determine whether it fits in one of the categories of Federal records that can be disposed of relatively quickly. Paper records of this type do not need to be included in official files, and e-mail messages can be deleted. Types of records in this category include:


1.  Transitory documents 


2.  Facilitative documents (suspense, tracking, control documents, calendars, indexes)   


3.  Selected disposable supporting materials (working files) 

If a record is judged to be part of the longer-term "adequate and proper documentation" of the organization, function, policies, decisions, procedures, and essential transactions of the Agency or program, then it needs to be moved to a recordkeeping system.

Decision Process:
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GLOSSARY:
ACOM
Army Command

AEA

Army Electronic Archive

AO

Action Officer

ARIMS
Army Records Information Management System

ASCC

Army Service Component Command

BAT

Bulk Archive Tool

COOP

Continuity of Operations Plan

CFA

Current Files Area

DRU

Direct Reporting Unit

FRC

Federal Records Center

K

Keep (in current files area)

KEN

Keep until no longer needed after supersession or obsolescence but



not longer than 6 years, then destroy

NARA

National Archives and Records Administration

ORL

Office Records List

P

Permanent

R

Rescinded

RA

Records Administrator

RC

Records Coordinator

RHA

Records Holding Area

RHAM

Records Holding Area Manager

RIM

Records Information Management

RM-Assist
Records Management-Assist

RM

Records Management/Manager

RRS-A
Records Retention Schedule-Army

S

Superseded

T

Transfer (retention over 6 years)

TE

Transfer Upon Specific Event

TRF

Transfer

U

Unscheduled
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