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AUTHORITY:  Title 10 U.S.C 3013, Secretary of the Army

PRINCIPLE PURPOSE:  To collect signatures of personnel responsible for IT systems and paper records collecting Personally Identifiable Information (PII) certifying System of Records (SORNs) are correct.

Routines Uses:  None

DISCLOSURE:  Voluntary, however by not signing will not certify IT systems or paper records for correctness when collecting Personally Identifiable Information (PII) to meet guidelines for Federal Information Management Act (FISMA) reporting required by OMB and DoD 5400.11-R.  By not certifying can result in DoD’s  failure of the DoD Annual FISMA Report to OMB.
Certification for System of Records Notice (SORN)
System Name: ___________(SORN Title Goes Here)_______________________

The officials below certify that this SORN has been reviewed for completeness, accuracy, relevance and timeliness. 

     The SORN as currently published is fully descriptive of business practices, types and uses of Personally Identifiable Information (PII).  No changes are necessary at this time.    

OR

      An updated SORN with changes identified is provided for publication.  Once changes have been made, the SORN will be fully descriptive of business practices, types and uses of PII.    

The following items of PII (and/or portions thereof) are no longer necessary and are recommended for elimination from the system:                          





All remaining items of PII contained in the system are fully identified in the SORN and are essential and necessary in order to conduct official business.  
                                                                                                                                                                                                                 
Information Technology systems operating under the authority of this SORN:  

Title                                                                         APMS number   DITPR number
(SORN TITLE HERE)			(IF AN IT SYSTEM, APMS/DITPR# HERE)
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(Verify below FAR clauses are included in contracts ONLY on IT systems are collecting PII and monitored by “government contractors”)
  52.224-1  Privacy Act Notification. 
[bookmark: wp1168977]As prescribed in 24.104, insert the following clause in solicitations and contracts, when the design, development, or operation of a system of records on individuals is required to accomplish an agency function: 
[bookmark: wp1168978]PRIVACY ACT NOTIFICATION (APR 1984) 
[bookmark: wp1168979]The Contractor will be required to design, develop, or operate a system of records on individuals, to accomplish an agency function subject to the Privacy Act of 1974, Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and applicable agency regulations. Violation of the Act may involve the imposition of criminal penalties. 
[bookmark: wp1168980](End of clause) 
[bookmark: wp1168981] 52.224-2  Privacy Act. 
[bookmark: wp1168982]As prescribed in 24.104, insert the following clause in solicitations and contracts, when the design, development, or operation of a system of records on individuals is required to accomplish an agency function: 
[bookmark: wp1168983]PRIVACY ACT (APR 1984) 
[bookmark: wp1168984](a) The Contractor agrees to— 
[bookmark: wp1168985](1) Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations issued under the Act in the design, development, or operation of any system of records on individuals to accomplish an agency function when the contract specifically identifies— 
[bookmark: wp1168986](i) The systems of records; and 
[bookmark: wp1168987](ii) The design, development, or operation work that the contractor is to perform; 
[bookmark: wp1168988](2) Include the Privacy Act notification contained in this contract in every solicitation and resulting subcontract and in every subcontract awarded without a solicitation, when the work statement in the proposed subcontract requires the redesign, development, or operation of a system of records on individuals that is subject to the Act; and 
[bookmark: wp1168989](3) Include this clause, including this paragraph (3), in all subcontracts awarded under this contract which requires the design, development, or operation of such a system of records. 
[bookmark: wp1168990](b) In the event of violations of the Act, a civil action may be brought against the agency involved when the violation concerns the design, development, or operation of a system of records on individuals to accomplish an agency function, and criminal penalties may be imposed upon the officers or employees of the agency when the violation concerns the operation of a system of records on individuals to accomplish an agency function. For purposes of the Act, when the contract is for the operation of a system of records on individuals to accomplish an agency function, the Contractor is considered to be an employee of the agency. 
[bookmark: wp1168991](c)(1) “Operation of a system of records,” as used in this clause, means performance of any of the activities associated with maintaining the system of records, including the collection, use, and dissemination of records. 
[bookmark: wp1168992](2) “Record,” as used in this clause, means any item, collection, or grouping of information about an individual that is maintained by an agency, including, but not limited to, education, financial transactions, medical history, and criminal or employment history and that contains the person’s name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a fingerprint or voiceprint or a photograph. 
[bookmark: wp1168993]
[bookmark: wp1168994](3) “System of records on individuals,” as used in this clause, means a group of any records under the control of any agency from which information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual. 
(End of clause)
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Certification for System of Records Notice (SORN)
SIGNATURE PAGE


PREPARING OFFICIAL:  ______(REQUIRED)____________________________________
                                                             (Signature)                                                             (Date)

Name:  ________________________________________
Title:     ________________________________________
Organization:  ___________________________________
Work Phone:  ___________________________________
Email:  ________________________________________

PRIVACY OFFICIAL:	  ___________(REQUIRED)___________________________________
                                                             (Signature)                                                             (Date)

Name:  ________________________________________
Title:     ________________________________________
Organization:  ___________________________________
Work Phone:  ___________________________________
Email:  ________________________________________

MANAGERIAL OVERSIGHT
REVIEWING OFFICIAL:  _______(OPTIONAL)_____________________________________
                                                             (Signature)                                                             (Date)

Name:  ________________________________________
Title:     ________________________________________
Organization:  ___________________________________
Work Phone:  ___________________________________
Email:  ________________________________________




SYSTEM OWNER:  _______(OPTIONAL)_____________________________________

                                                             (Signature)                                                             (Date)

Name:  ________________________________________
Title:     ________________________________________
Organization:  ___________________________________
Work Phone:  ___________________________________
Email:  ________________________________________
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